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Background



Network Management System 4

 A network management system (NMS) is an 

application or set of applications that lets 

network engineers manage a network's 

independent components inside a bigger 

network management framework.

 Key functions:

AM: Accounting Management

SM: Security Management

CM: Configuration Management

FM: Fault Management

PM: Performance Management



Motivation

 Device Management

A. License Key Deployment

B. FOTA Upgrade Management

 Remote Troubleshooting

A. Device Data Monitoring & Collection(Black Box)

a) CPU, Memory

b) FW Version

c) Network Traffic

d) LTE Signal (RSRP, RSRQ, Band, CA Info)

e) Logs, dmesg

B. Remote Task Execution 

a) Build Reverse SSH Tunnel

b) Diagnostic Testing

c) Reboot

C. Remote Terminal Debug Screen
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Management 

Protocol

Standardization

SNMP

 IETF standard (RFC 2578, 3411, 3418)

TR069

 Broadband Forum standard

AMQP

 OASIS and ISO 19464 standard (1.0)

MQTT

 OASIS standard (v5.0)
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Simple Network Management 
Protocol(SNMP)

 An Internet Standard protocol for collecting 

and organizing information about managed 

devices on IP networks

 Management information base (MIB) which 

describe the system status and configuration.

 All SNMP messages are transported via User 

Datagram Protocol (UDP)
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Technical Report 069 (TR-069)

TR-069 uses the CPE WAN Management Protocol (CWMP) 

which provides support functions for auto-configuration, 

software or firmware image management, software module 

management, status and performance managements, and 

diagnostics
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Message Queue

 The message queue transmits the 

message or content to the queue 

between the message producing and 

consuming the message, providing an 

asynchronous working protocol

 AMQP is an open standard for 

communication between 

applications, organizations or devices.
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MQTT



MQTT History & Background

A. Full Name: MQ Telemetry Transport.

B. IBM authored the first version of the protocol 
in 1999.

C. Used to monitor an oil pipeline through the 
desert.

D. In 2013, IBM submitted MQTT v3.1 to 
the OASIS specification body with a charter.

E. In March, 2019, MQTT 5 took its place as the 
newly approved OASIS and ISO standard.
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MQTT Compared to HTTP
 Both HTTP and MQTT are based on TCP/IP.

 HTTP uses 80/443 port, MQTT uses 1883/8883 port.

 HTTP uses Request/Response (1 to 1).

 MQTT uses Publish/Subscribe pattern(1-to-1 or 1-to-many).

 HTTP is document centric, MQTT is data centric.

 HTTP is more complex than MQTT which is simple.

 MQTT message size is smaller, with only a 2 byte header.

 MQTT offers 3 Quality of Service settings, with HTTP all messages get 

same level of service.
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Structure of an MQTT Control Packet

Figure 2-1 Structure of an MQTT Control Packet

Fixed Header, present in all MQTT Control Packets

Variable Header, present in some MQTT Control Packets

Payload, present in some MQTT Control Packets

Figure 2-2 Fixed Header format

Bit 7 6 5 4 3 2 1 0

byte 1 MQTT Control Packet type
Flags specific to each MQTT 

Control Packet type

byte 2… Remaining Length
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MQTT 

Connect 

Package
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MQTT Controls Packets Types

 CONNECT – Client requests a connection to a Server.

 CONNACK – Acknowledge connection request.

 PUBLISH – Publish message.

 PUBACK – Publish acknowledgement: Used to response to a PUBLISH Packet with QoS level 1 and it 
does not contains Payload.

 PUBREC – Publish received: Used to response to a PUBLISH Packet with QoS 2. It is the second packet of 
the QoS 2 protocol exchange.

 PUBREL – Publish release: Used to response to a PUBREC Packet.

 PUBCOM – Publish complete: Use to response to a PUBREL Packet, and the final packet of the QoS 2 
protocol exchange.
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Table 2-1 
MQTT Control 
Packet types

Name Value Direction of flow Description

Reserved 0 Forbidden Reserved

CONNECT 1 Client to Server Connection request

CONNACK 2 Server to Client Connect acknowledgment

PUBLISH 3 Client to Server or

Server to Client

Publish message

PUBACK 4 Client to Server or

Server to Client

Publish acknowledgment (QoS 1)

PUBREC 5 Client to Server or

Server to Client

Publish received (QoS 2 delivery part 1)

PUBREL 6 Client to Server or

Server to Client

Publish release (QoS 2 delivery part 2)

PUBCOMP 7 Client to Server or

Server to Client

Publish complete (QoS 2 delivery part 3)

SUBSCRIBE 8 Client to Server Subscribe request

SUBACK 9 Server to Client Subscribe acknowledgment

UNSUBSCRIBE 10 Client to Server Unsubscribe request

UNSUBACK 11 Server to Client Unsubscribe acknowledgment

PINGREQ 12 Client to Server PING request

PINGRESP 13 Server to Client PING response

DISCONNECT 14 Client to Server or

Server to Client

Disconnect notification

AUTH 15 Client to Server or Server to 
Client

Authentication exchange
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Table 2-2 
MQTT Control 
Flag Bits

MQTT Control 
Packet

Fixed Header 
flags

Bit 3 Bit 2 Bit 1 Bit 0

CONNECT Reserved 0 0 0 0

CONNACK Reserved 0 0 0 0

PUBLISH Used in MQTT 
v5.0

DUP QoS RETAIN

PUBACK Reserved 0 0 0 0

PUBREC Reserved 0 0 0 0

PUBREL Reserved 0 0 1 0

PUBCOMP Reserved 0 0 0 0

SUBSCRIBE Reserved 0 0 1 0

SUBACK Reserved 0 0 0 0

UNSUBSCRIBE Reserved 0 0 1 0

UNSUBACK Reserved 0 0 0 0

PINGREQ Reserved 0 0 0 0

PINGRESP Reserved 0 0 0 0

DISCONNECT Reserved 0 0 0 0

AUTH Reserved 0 0 0 0

DUP = Duplicate delivery of a PUBLISH packet

QoS = PUBLISH Quality of Service

RETAIN = PUBLISH retained message flag
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MQTT 

Publish 

Package
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QoS 0 
Publish once at most
(fire and forget)
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QoS 1
Publish once 
at least
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QoS 2

Exactly once
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QoS 2 protocol 
flow diagram, 
non normative 
example

Sender Action Control Packet Receiver Action

Store message

PUBLISH QoS 2, DUP 0
<Packet Identifier>

Method A, Store message

or

Method B, Store <Packet Identifier> then 

Initiate onward delivery of the Application 
Message1

PUBREC <Packet Identifier>

Discard message, Store 

PUBREC received <Packet 
Identifier>

PUBREL <Packet Identifier>

Method A, Initiate onward delivery of the 

Application Message1 then discard

message

or
Method B, Discard <Packet Identifier>

Send PUBCOMP <Packet Identifier>

Discard stored state
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Publish/Subscribe 

Messaging aka 

One to Many
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Send Message by Sub/Pub topic
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A topic forms the namespace

 Is hierarchical with each “sub topic” separated by a “ / “

 An example topic space
 A house publishes information about itself on:

 <country>/<region>/<town>/<postcode>/<house>/energyConsumption

 <country>/<region>/<town>/<postcode>/<house>/solarEnergy

 <country>/<region>/<town>/<postcode>/<house>/alarmState

 <country>/<region>/<town>/<postcode>/<house>/alarmState

 And subscribes for control commands: 
 <country>/<region>/<town>/<postcode>/<house>/thermostat/setTemp
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Device-Oriented Topic

 A device publishes information about itself on:
 dwr/311-a1/00-11-22-33-44-55/hardware/loadavg

 dwr/311-a1/00-11-22-33-44-55/hardware/memory

 dwr/311-a1/00-11-22-33-44-55/hardware/lte/

 dwr/311-a1/00-11-22-33-44-55/network/ipv4

 And subscribes for control commands: 
 dwr/#

 dwr/311-a1/#

 dwr/311-a1/00-11-22-33-44-55/#

 dwr/311-a1/+/hardware/memory
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Geography-Oriented Topic

 A device publishes information about itself on:
 world/asia/taiwan/taipei/neihu/temperature

 world/asia/taiwan/kaohsiung/sanmin/temperature

 world/asia/taiwan/taipei/neihu/humidity

 world/asia/taiwan/taipei/neihu/pm2dot5

 world/asia/taiwan/taipei/neihu/wind

 And subscribes for control commands: 
 world/asia/taiwan/#

 world/asia/taiwan/taipei/+/temperature

 world/asia/taiwan/+/+/temperature
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MQTT Brokers

Implementation Developed by Open source license Copyright Written in Type Latest stable 

release

Origin

EMQ X EMQ Yes

Apache 
License 

version 2.0

EMQ Enterprise, 
Inc.

Erlang Broker
V3.0, 2019-

04-03
China

HiveMQ Community 
Edition

dc-square 
GmbH

Yes
Apache 
License 

version 2.0

dc-square 
GmbH

Java Broker
2019.1, 

2019-04-16
Germany

moquette Andrea Selva Yes
Apache 
License 

version 2.0
Andrea Selva Java Broker

0.12.1, 
2019-03-03

Italy

Mosquitto Eclipse Yes
Eclipse 
Public 

License 1.0, 
Eclipse C

Client and 
Broker

1.6.3, 2019-
06-18

UK

VerneMQ VerneMQ/Erlio Yes
Apache 
License 

version 2.0
VerneMQ/Erlio Erlang/OTP Broker

1.9.1 2019-
08-12

Switzerland
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